
Zero to Azure Threat Hunter
What the Work Actually Looks Like 



About CW Labs :

CW Labs is a renowned UK based Ed-tech company specializing in cybersecurity cyber range 
labs. They provide on-demand educational services and recognize the need for continuous 
adaptation to evolving threats and client requirements. The company has these  primary 
divisions:

1. Cyber Range Labs
2. Up-Skilling Platform
3. Infinity Learning Platform 

CWL provides customized on-site training for organizations and accepts bulk orders for 
corporate upskilling. For inquiries or more details, feel free to reach out at 
support@cyberwarfare.live.
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 Blue Team Security Engineer at CyberWarfare Labs. Interested in Cloud and On-Premise Defense 
Operations



Why Azure Threat Hunting Matters 

Organizations are moving to:

● Microsoft Azure
● Microsoft 365
● Entra ID
● Azure DevOps
● SaaS Applications

Attackers are targeting:

● Identities
● OAuth Applications
● Service Principals
● Cloud Resources
● Mailboxes

Key Message

Attackers don't need malware anymore.
Stolen identities and cloud permissions are 
often enough.



What Does an Azure Threat Hunter Actually Do? 

Traditional SOC 
Analyst

● Reviews alerts
● Waits for detections
● Investigates incidents

Threat Hunter

● Assumes compromise
● Searches for hidden attackers
● Finds activity before alerts 

trigger

Daily Activities

● Hunting suspicious logins
● Investigating OAuth abuse
● Tracking privilege escalation
● Detecting persistence mechanisms
● Correlating Azure & M365 logs



Understanding the Azure Attack Surface 





                                 





                                



Any Questions  ?



Thank You
For Professional Red Team / Blue Team / Purple Team / Cloud Cyber Range labs / Trainings 

Please Contact : 
support@cyberwarfare.live 

To know more about our offerings, please visit: https://cyberwarfare.live
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