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Challenge Overview :

The Silent Pivot: Member Server to Domain Controller

● Detect remote authentication → SYSTEM execution → credential access → 
lateral movement → Domain Takeover

● Analyze key Windows events: 4624, 7045, 4688, 4673/4674, 4672

● Trace attacker movement from member server to Domain Controller

Goal: Reconstruct a full Active Directory compromise path using SIEM logs.



Attack Flow :

1. Gains access to a member server

2. Executes commands using SYSTEM privileges

3. Attempts to access LSASS (credential dumping)

4. Reuses stolen credentials

5. Moves laterally to Domain Controller

6. Gains Domain Administrator privileges
 



Key Concepts Behind the Attack : 

Active Directory (AD)

● Centralized system managing users, systems, and access

Member Server vs Domain Controller

● Member Server → Regular domain-joined system
● Domain Controller → Handles authentication & controls domain

SYSTEM Privileges

● Highest privilege in Windows
● Full control over the system.

LSASS (Credential Storage)

● Local Security Authority Subsystem Service
● Stores passwords, hashes, and tickets in memory

 



Investigation MindMap :
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