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l. Introduction To Phishing

Phishing methods
Real-world case studies
Security controls

Phishing artifacts
Authentication fundamentals
Tokens

MFA mechanisms
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ll. OpSec-Focused Phishing Infrastructure

Infrastructure components

Domain & email OPSEC

DNS proxying & CDN fronting

Evilginx3 setup & phishlet development
Serverless phishing

Automated deployment

Bot detection & blocking
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lll. Offensive Phishing Operations

Pretext development & BiTB mechanisms
Device Code phishing

Living-Off-User execution techniques
Consent grant manipulation

MFA downgrade tradecraft

SWG bypass
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