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API 101



BASICS OF API

★ An Application Programming 

Interface a.k.a. API is a set of 

protocols that allows different 

software systems to communicate 

and share data with each other.



Fig: Enterprise API Architecture

TYPICAL API ARCHITECTURE



API PROTOCOLS

★ REST (REpresentational State 

Transfer) API :- 

○ Flexible, resource-based HTTP API.

○ Supports standard HTTP VERBS 

including GET, POST, PUT, and DELETE.

Source: AltexSoft

https://www.altexsoft.com/blog/rest-api-design/


API PROTOCOLS

★ SOAP (Simple Object Access 

Protocol) API :-

○ XML-based, strict schema validation 

focused API.

○ Supports multiple protocols, 

including HTTP, SMTP, and TCP.

Source: SlideServe

https://www.slideserve.com/bowen/understanding-soap-1-1-simple-object-access-protocol


★ Poor or missing AuthN/AuthZ lets 

attackers access protected 

endpoints or impersonate users.

★ Unvalidated inputs can cause 

injection attacks, and improper data 

handling can expose sensitive data 

through APIs.

API SECURITY RISKS



INTRODUCTION TO OWASP TOP 10
★ A list of Top 10 most exploited 

vulnerabilities released by Open Web 

Application Security Project (OWASP).

★ Top 10 lists include Web Apps, API, LLM 

and CI/CD. 

★ Release cycle is every 4 years.

★ Data is collected from the industry 

vendors & cybersecurity community.

https://owasp.org/www-project-top-ten/
https://owasp.org/
https://owasp.org/


OWASP API SECURITY TOP 10

★ OWASP published its last API Security 

Top 10 list back in 2023.

★ List contains some of the most 

common exploitation vectors used for 

compromising API during that list 

compilation period.

https://owasp.org/www-project-api-security/
https://owasp.org/www-project-api-security/


Source: EdgeOne

OWASP API SECURITY TOP 10

https://edgeone.ai/blog/details/owasp-api-security-risks


OWASP API SECURITY TOP 10

Source: Wattlecorp

https://www.wattlecorp.com/owasp-api-security-top-10/


RECONNAISSANCE



★ Crawling is the automated 

collection of web pages to 

map a site's structure.

★ Juicy places :-

○ Directories

○ Sitemap file

○ Robots.txt

CRAWLING



★ Fuzzing is automated testing with 

unexpected inputs to find flaws.

★ Juicy places :-

○ URL/Query Parameters

○ Endpoint Patterns

○ Cookies/Session IDs

FUZZING



★ Explains how APIs can be used by 

other programs.

★ Provides simple instructions and 

examples for interaction.

★ Clarifies rules, access, and 

expected responses.

API DOCUMENTATION



INTRODUCTION TO BURP SUITE

★ Burp Suite is a set of web 

application testing tools 

developed by PortSwigger.

★ Core tools include :-

○ Proxy, Repeater, Intruder, 

Scanner, Collaborator, 

Extender.

https://portswigger.net/burp
https://portswigger.net/


INTRODUCTION TO POSTMAN

★ Postman is a tool used for 

building, testing, and managing 

APIs.

★ It supports REST, SOAP, GraphQL, 

among other protocols.

★ Provides tools for inspecting 

HTTP responses.
Source: Specbee

https://www.postman.com/product/
https://www.specbee.com/blogs/postman-tool-simplifying-and-reshaping-api-testing


INTRODUCTION TO FFUF
★ FFUF stands for Fuzz Faster U 

Fool.

★ Designed for fast discovery of 

hidden resources.

★ High-speed directory and file 

fuzzing using wordlists.

★ Support for fuzzing parameters, 

headers, POST data.

https://github.com/ffuf/ffuf


INTRODUCTION TO NUCLEI

★ Nuclei is a fast, community-driven 

vulnerability scanner that uses 

YAML-based DSL. 

★ It was originally developed by 

ProjectDiscovery.

★ It detects issues across 

applications, APIs, networks, DNS, 

and cloud.

https://github.com/projectdiscovery/nuclei/
https://projectdiscovery.io/
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