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I. Introduction to APIRTA

1.1 Course Intro

1.2 Certificate procedure

1.3 Lab architecture + setup

1.4 Exam lab intro  



II. Introduction to API Pentesting

2.1 API 101

2.2 API Pentesting 101



III. Reconnaissance & Discovery

3.1 Reconnaissance 101

3.2 Analyzing API Documentation



IV. API Pentesting Tools

4.1 Burp Suite 101

4.2 Postman 101

4.3 FFUF 101

4.4 Nuclei 101

4.5 Katana 101



V. Authentication & Authorization Attacks

5.1 Auth 101

5.2 JWT 101

5.3 OAuth 2.0 flows

5.4 OIDC variants

5.5 Broken Access Control



VI. API Data Flow Manipulation & Execution 
Attacks

6.1 SQL Injection 101

6.2 NoSQL Injection 101

6.3 GraphQL Injection 101

6.4 Command Injection 101

6.5 Server-Side Request Forgery SSRF

6.6 Insecure File Handling

6.7 Parameter Tampering

6.8 Race Condition



VII. Advanced API Manipulation & Exploitation 
Vectors

7.1 Large Language Model API Prompt Injection

7.2 Cloud-native API Infrastructure

7.3 Exposure of Sensitive Data in API Responses
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