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l. Intro to WebApp Pentesting

1.1 Introduction to Web Application
1.2 OWASP Top 10
1.3  OWASP Web Security Testing Guide (WSTG)
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21 Burp Suite

ll. Tools 101

211 Introduction to Proxies
2.1.2 Burp Suite Tools

A. Proxy

B. Intruder

C. Repeater
2.2 Nuclel

2.21 Introduction

2.2.2 Templates
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3.1

3.2

lll. Reconnaissance & Discovery

OSINT 101
3.11 Introduction to OSINT
3.1.2Fingerprinting

A.Passive

B. Active
3.1.30SINT techniques

A.DNS

B. Subdomain

C.WHOIS

D. Google Dorking
3.1.4 Demo 01: OSINT Techniques
Fuzzing with FFUF
3.2.1Introduction to FFUF
3.2.2 Demo 02: Fuzzing with FFUF (Directory, Parameter)
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IV. WAF Bypass

41 Header Manipulation (Host: Localhost)
4.2 CORS, CSP, SOP, Security Headers
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V. Injections Attacks

5.1 SQL Injection
511 SQL 101
Introduction to SQL
Components
SQL Schema
SQL Working
Common Terminologies
CRUD Operations
5.1.2 SQL Injection 101
A. Introduction to SQI Injection
B. Types of SQL Injection
5.1.3 Demo 01: In-Band SQLI - Error-Based
5.1.4 Demo 02: In-Band SQLi - Union-Based
5.1.5 Demo 03: Blind SQLi - Boolean-Based
5.1.6 Demo 04: Blind SQLi - Time-based
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V. Injections Attacks

XXE Injection
5.21 Introduction to XML
5.2.2 XML External Entity Attack
5.2.3 Classic XXE
5.2.4 Error Based XXE
5.2.5 Blind XXE
OS Command Injection
5.3.1 Command Injection 101
A. Intro to Command Injection
B. Types of Command Injection
5.3.2 Demo 08: OS Command Injection
Server-Side Template Injection
5.41 SSTI101
A. Introduction to SSTI
5.4.2 Demo 09: SSTI
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V. Injections Attacks

NoSQLI
5.51 NoSQL 101

A. Introduction to NoSQL

B. Types of NoSQL Databases
5.5.2 NoSQL Injection 101

A. Introduction to NoSQLi
5.5.3 Demo 10: NoSQL Injection
GraphQL Injection
5.6.1 GraphQL 101

A. Introduction to GraphQL
5.6.2 GraphQL Injection 101

A. Introduction to GraphQL Injection
5.6.3 Demo 11: GraphQL Injection
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6.1
6.2
6.3

6.4

V1. Authentication & Authorization Attacks

Authentication vs Authorization
Brute Force

Broken Session Management

6.3.1 Session Fixation

6.3.2 Session Poisoning

6.3.3 Cookie Manipulation

IDOR

6.4.1 Horizontal Privilege Escalation

6.4.2 Vertical Privilege Escalation
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6.6

N
<%
-
-
N
)
|
|

V1. Authentication & Authorization Attacks

OAuth
6.5.1 Introduction to OAuth
6.5.2 Flow
6.5.3 Attacks
A. Redirect URI
Open Redirect (Token Leakage)
Access Token Injection
Scope Upgrade
Token Leakage
F. Parameter Tampering
JWT Attacks
6.6.1 Introductionto JWT
6.6.2 Attacks
A. JWT Manipulation
B. Token Replay
C. Signing-Key Issues
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VIl. Other Attacks
Insecure Deserialization
701 NET
SSRF

/.21 Introduction to SSRF

/7.2.2 SSRF Attack Flow

/.2.3 Demo 02: SSRF Attacks

File Inclusion

7.3.1 Introduction to File Inclusion

7.3.2 Types of file inclusion attack (Local, Remote)
7.3.3 Demo 03: File Inclusion Attacks

Path Traversal

Prototype Pollution

File upload bypass
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VIIl. Chained Attacks

LFl + Log Poisoning - RCE - Yes

SQL Injection - XXE - Local File Read - RCE - Yes

JWT Kid Header Injection - SSRF - Internal Network Recon - Yes

Broken Session Mgmt (JWT/Cookies) - SSTI - RCE - Yes

Open Redirect + OAuth Misconfiguration = Account Hijack-> System files read (XXE) >

Insecure deserialization (RCE) - Yes
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