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ABOUT CYBERWARFARE LABS :
. | aws' ) Y =‘= @
CW Labs is a Global Infosec company 2 ) § @/7 N N d |

— Cloud On-Premise <
Security Security ) p

specializing in cybersecurity practical learning \ .\'\' i
. . A — & Qmﬂ
situated across UK, US & India. The company N Wl

has 2 primary divisions : INFINITE LEARNING EXPERIENCE
1. Niche Cyber Range Labs

2. Continuous Learning : Infinity Platform
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ABOUT SPEAKER

Abhijeet Kumar
(Security Researcher)

His research areas include Red Team Operations, Network Security, Cloud
Infrastructure, and Linux Systems. Apart from this, he enjoys researching

Adversarial TTPs and experimenting in his homelab.
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SOFTWARE DEVELOPMENT 101

% A set of recurring activities

" 1 don’t know what

I am doing \

Two stages of
Programmer

)

involved in the lifecycle of a

software product

% These activities include :-

o Analysis [ Plan

o Design

o Development
o Test
o Release [ Deployment

o Maintenance
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SOFTWARE DEVELOPMENT LIFE CYCLE

Maintenance:

Maintenance is the last phase of SDLC. Planning is the most important and

Initially each product or project released with limited and fundamental phase in SDLC. This step
main functionality, if clients wants to add more functionality performed by the most senior and experienced
then developers add them using maintenance phase. members of team.

Testing:

After performing the design and development phase
of SDLC next step is testing. Testing is also

a main phase of SDLC because

in testing phase many errors occur and developers
remove them for project completion.

" soLe

Software
Development Lifecycle

www.zitoc.com

Once the first phase completed of the SDLC
next phase is analysis of the entire project
carefully and send to customer for approval.
This is done through an

SRS (Software Requirement Specification).

Development: Designing:

Designing is the third phase of SDLC.

In designing phase defines all the architectural parts of the
project along with its communication and

data flow representation.

Development is also a important phase of SDLC.
In this step actual development of the project starts and
project is built. Developers use programming languages
for the assigned project and complete the project.

Source: Zitoc
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https://zitoc.com/software-development-life-cycle/
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DEVOPS 101

% DevOps is a software development methodology that
streamlines the development cycle.

* It aims to combine development (Dev) and operations (Ops)
tasks into a unified discipline.

% DevOps includes tools and practices that enable:
o Continuous Integration (CI)
o Continuous Delivery (CD)
o Automation

o Collaboration
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PHASES IN DEVOPS

Dev
1 g .1 I I ry 1 1 &Yy 1 I I a3 I 1 [A] 1
LB <D @t @i B G- @ - I
PLAN DEVELOP BUILD TEST 'RELEASE  DEPLOY OPERATE MONITOR
' Requirements Code Continuous UAT Repository Blue-green  Environment Infrastructure
Integration Strategy
- Workflow | - Shared - Error - Performance] - Schedule - Configuration—( - Notifications| [ - Feedback -)
Planning source code Detection - Load Testing plan - Automated - Recovery )- Data
- Tasklists repository - Automated - Continuous - Micro- ’ deployment Logging Collection |
- Sprints ’ - Version ‘ tests Testing services ‘J J- Multi-level - Productivity
= controls ( S
—_—

Continuous Integration J Continuous Delivery | Continuous Deployment J Continuous Testing | Continuous Operations

Source: Polestarlip
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https://www.polestarllp.com/blog/devops-guide-pipeline-challenges-latest-trends
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CONTINUOUS INTEGRATION AND CONTINUOUS
DELIVERY (CI/CD)

% It's an essential phase within the

DevOps framework which automates X @@

aws ‘

CI0S docker

%

process. 2 oy ..

the code integration and delivery

* Bridges the gap between e AN SN %2

development and operations through

automation.

Source: Dev Genius
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https://blog.devgenius.io/what-is-ci-cd-concept-375cb226cf3d
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CONTINUOUS INTEGRATION AND CONTINUOUS
DELIVERY (CI/CD)

® P
COMMIT % Y 73 REVIEW STAGING PRODUCTION
o ®O—0— 000 @ L J L J
BUILD UNIT |INTEGRATION
TESTS TESTS
@ CD PIPELINE

CI PIPELINE

RELATED CODE

Source: Browserstack
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https://www.browserstack.com/guide/what-is-ci-cd
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CONTINUOUS INTEGRATION AND CONTINUOUS

DELIVERY (CI/CD)

* Commonly used CI/CD platforms include :-

o

AWS Codepipeline

GI/CDIS SUPERFAST

Azure DevOps
GCP DevOps
Jenkins

Circle CI

WHEN;THERE ARE NO PEOPLE INVOLVED

Travis CI

© All Rights Reserved CyberwarFare Labs




rrrrrrrrrrrrrrrr

COMPONENTS OF INTEREST

%* Components of interest include :-

@) Ve I‘SiOn ContrOI SyStem | have setup GIT, with débgjﬁee:ﬂ(;g:;ﬁv?xie%
m GIT

precommit and postcommit environments...

checks... - e 2

o N

o Build Tools

m  Compilers

o Artifacts

m Artifact Storage "-and | prepared a

omprehensive doc with
2ding conventions and all

m Cloud Storage data mode! guidelines!

Was it really necessary
to spend one month for that?
We're a two-person startup...
YS9
\

o Deploy Tools

m Virtual Machines

m Containers CorMBIStiD.Lon
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% More industry focus on DevSecOps
and few organized study materials

for Hacking DevOps.

o With the exception of threat intel
reports of APT groups compromising
CI/CD pipelines.

o Some interesting talks by security
researchers.

o Independent blogs

"
Bsé&
ASSESS
IMPACT

GATHER

INFORMATION SCANNING

‘s APPLICATION
o
oF,  ATTACKS

DETECTION soclAL = &

ENGINEERING

Source: Trolleye Security
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https://www.trolleyesecurity.com/articles-red-teaming/

@ CyberWarfare Labs

. Change . DDoS using
Poisoned el Secrets stored in i . SR .
SCM e code/pipeline ¥ 5 Compromise Service logs pipeline Clone for private
AN pipeline SE private User credentials : 5 % X =8
authentication execution'(3) configuration in R build artifacts manipulation compute repositories
repository (3) P resources

DEVOPS THREAT MODEL

Commit from

Crypto mining

Service
CI/CD service Dependencies P ? Z pipeline to A Registry Compilation over pipeline Access to
R Inject in artifacts credentials SR > IS
authentication tampering (3) protected injection manipulation (2) compute pipelines logs
branches resources
Certificates and Spread from
Configured DevOps _— , 3 p 3 = Reconfigure Exfiltrate data
Modify images identities from pipeline into Local DoS to X
webhooks resources ) . branch o ar from production
X in registry metadata deployment ) CI/CD pipelines
compromise ; protections resources
services resources

Organization’s
public
repositories

Control of
common
registry

Create service
credentials

Endpoint
compromise

Resource
deletion

Source: Microsoft DevOps Threat Matrix
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https://www.microsoft.com/en-us/security/blog/2023/04/06/devops-threat-matrix/

C1/CD SECURITY RISKS

TOp 'I O cico-sec-1  |nsufficient Flow Control Mechanisms

cico-sec-2 - Inadequate Identity and Access Management
Cl/CD

_ cico-sec-3 - Dependency Chain Abuse
Secu rlty cico-sec-4  Poisoned Pipeline Execution (PPE)
cico-sec-5  |nsufficient PBAC (Pipeline-Based Access Controls)
cico-sec-6  |nsufficient Credential Hygiene
cico-sec-7  Insecure System Configuration
cico-sec-8  Ungoverned Usage of 3rd Party Services
cico-sec-9  Improper Artifact Integrity Validation

cico-sec-10 Insufficient Logging and Visibility

Source: OWASP Top 10 cl/cD Security Risks
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https://owasp.org/www-project-top-10-ci-cd-security-risks/
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DEVOPS RED TEAM ANALYST

* DevOps Red Team Analyst (DO-RTA) course
focuses on offensive operations across

cloud-native & on-premises CI/CD platforms.

% Course is designed across multiple DevOps

pipelines with realistic attack scenarios.
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WHAT THIS COURSE IS ABOUT?

e Introduction to DevOps & DevSecOps fundamentals and :-

o Different phases that comprise them.
o Services & Tools used during different phases.

o What the red team operators [ penetration testers can do with the

initial access with push permissions to Version Control Service (VCS).

e The course will focus on exploiting default configurations &

common misconfigurations that occur during DevOps lifecycle.
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DO-RTA COURSE FLOW

Enroll in DO-RTA On-Demand Course Schedule 30 Days Lab Access Share the Exam Report (PDF) In Next 12 Hours

Complete Study Materials (Videos + PDF) Take 12 Hours, Hands-On Exam Clear 70% Passing Criteria, Earn Accredible Badge
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Attacker

Malicious Code

GitHub

Code Build

Local Lab

On-Premises

Cloud Build

Jenkins Pipeline

Artifact Registry

Cloud Run

Terraform

oy

Azure Devops

DockerHub Azure Web App

DockerHub

Infrastructure
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CERTIFIED DEVOPS
RED TEAM ANALYST [DO-RTA]
GIVEAWAY
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Thank You

For Professional Red Team / Blue Team / Purple Team / Cloud Cyber Range labs / Trainings
please contact

support@cyberwarfare.live

To know more about our offerings, please visit: https://cyberwarfare.live
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