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★ A set of recurring activities 

involved in the lifecycle of a 

software product

★ These activities include :- 
○ Analysis / Plan

○ Design 

○ Development 

○ Test

○ Release / Deployment

○ Maintenance

SOFTWARE DEVELOPMENT 101



SOFTWARE DEVELOPMENT LIFE CYCLE

Source: Zitoc

https://zitoc.com/software-development-life-cycle/


DEVOPS 101
★ DevOps is a software development methodology that 

streamlines the development cycle.

★ It aims to combine development (Dev) and operations (Ops) 

tasks into a unified discipline.

★ DevOps includes tools and practices that enable: 
○ Continuous Integration (CI)

○ Continuous Delivery (CD) 

○ Automation

○ Collaboration



PHASES IN DEVOPS

Source: Polestarllp 

https://www.polestarllp.com/blog/devops-guide-pipeline-challenges-latest-trends


CONTINUOUS INTEGRATION AND CONTINUOUS 
DELIVERY (CI/CD)

★ It’s an essential phase within the 

DevOps framework which automates 

the code integration and delivery 

process.

★ Bridges the gap between 

development and operations through 

automation.
Source: Dev Genius

CI CD

https://blog.devgenius.io/what-is-ci-cd-concept-375cb226cf3d


CONTINUOUS INTEGRATION AND CONTINUOUS 
DELIVERY (CI/CD)

Source: Browserstack

https://www.browserstack.com/guide/what-is-ci-cd


CONTINUOUS INTEGRATION AND CONTINUOUS 
DELIVERY (CI/CD)

★ Commonly used CI/CD platforms include :-

○ AWS Codepipeline

○ Azure DevOps

○ GCP DevOps

○ Jenkins

○ Circle CI

○ Travis CI



★ Components of interest include :-
○ Version Control System

■ GIT

○ Build Tools
■ Compilers

○ Artifacts
■ Artifact Storage

■ Cloud Storage

○ Deploy Tools
■ Virtual Machines

■ Containers

COMPONENTS OF INTEREST



★ More industry focus on DevSecOps 

and few organized study materials 

for Hacking DevOps.
○ With the exception of threat intel 

reports of APT groups compromising 

CI/CD pipelines.

○ Some interesting talks by security 

researchers.
○ Independent blogs

NEED FOR DEVOPS RED TEAMING

Source: Trolleye Security

https://www.trolleyesecurity.com/articles-red-teaming/


DEVOPS THREAT MODEL

Source: Microsoft DevOps Threat Matrix

https://www.microsoft.com/en-us/security/blog/2023/04/06/devops-threat-matrix/


CI/CD SECURITY RISKS

Source: OWASP Top 10 CI/CD Security Risks 

https://owasp.org/www-project-top-10-ci-cd-security-risks/


DEVOPS RED TEAM ANALYST

★ DevOps Red Team Analyst (DO-RTA) course 

focuses on offensive operations across 

cloud-native & on-premises CI/CD platforms.

★ Course is designed across multiple DevOps 

pipelines with realistic attack scenarios.



WHAT THIS COURSE IS ABOUT?

● Introduction to DevOps & DevSecOps fundamentals and :-

○ Different phases that comprise them.

○ Services & Tools used during different phases.

○ What the red team operators / penetration testers can do with the 

initial access with push permissions to Version Control Service (VCS).

● The course will focus on exploiting default configurations & 

common misconfigurations that occur during DevOps lifecycle.



DO-RTA COURSE FLOW



DO-RTA LAB ARCHITECTURE





Thank You
For Professional Red Team / Blue Team / Purple Team / Cloud Cyber Range labs / Trainings 

please contact 

support@cyberwarfare.live 

To know more about our offerings, please visit: https://cyberwarfare.live
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