


About CyberWarFare Labs :

CW Labs is a renowned UK based Ed-tech company 

specializing in cybersecurity cyber range labs. 

They provide on-demand educational services and 

recognize the need for continuous adaptation to 

evolving threats and client requirements. 

The company has two primary divisions :

1. Cyber Range Labs

2. Up-Skilling Platform



John Sherchan
 

Red Team Security Researcher at CW Labs

He is a Red Team Security researcher, bringing over 5+ years of experience in Reverse 
Engineering, Malware Analysis/Development, and Source Code Reviewing, with a 

specialization in Windows Internals (User and Kernel Modes). Demonstrating an advanced 
understanding, he has successfully reversed multiple Antivirus (AV) and Endpoint Detection 

and Response (EDR) systems to comprehend its architecture. Committed to advancing 
cybersecurity, his additional interests include PWNing Active Directory, conducting 
Adversary emulation/simulation, writing rootkits, crafting exploits, and strategically 

overcoming challenges.



Agenda

● Memory Layout (LINUX)

● Stack 

● Stack Based Overflow

● Mitigations



Memory Layout  (Linux)

● Typical memory Layout consist of 

○ Stack

○ Heap

○ Uninitialized Data Segment

○ Initialized Data Segment

○ Text/Code Segment



STACK

● Block of memory that holds temporary data

○ Operates in LIFO (Last In, First Out) principal

● Grows and shrinks dynamically during program execution

○ Grows towards the lower address (higher -> lower)

● Each function call creates the stack frame, containing parameters, local 

variables and return address





Stack Based Overflow

● A flaw in software that occurs when more data is written to a buffer on 

the stack than it can hold, 
○ resulting in the overwriting of adjacent memory, including other variables 

and the return address.

● If exploited correctly and all required conditions are met
○ attacker can overwrite the EIP (Instruction Pointer) register

■ potentially redirecting program execution to malicious code.







Mitigations

● NX bit

● Canary

● ASLR / PIE

● FORTIFY_SOURCE



NX Bit

● Makes memory region either writable or executable (W^X)

○ cpu won’t execute any code or instructions resides in 

non-executable region

● Prevents execution in some memory region

○ Stack

○ Heap

● This feature prevents buffer overflow attack to some extent



NX Bit



Canary

● Random value that stores before return address in stack

● Random value gets pushed into the stack at function prologue

● Detects the stack smashing

○ While returning from the function

■ Canary value gets checked if overwritten

● Program terminates and throw message:

○ “Stack smashing detected”



Canary



Canary



Canary



ASLR (Address Space Layout Randomization)

● ASLR randomizes the memory address layout

○ stack, heap, shared libraries

● Makes difficult to find the accurate memory address

○ Prevents from controlling the flow of the execution

● Position Independent Executable (PIE) randomizes the binary memory base 

address



ASLR (Address Space Layout Randomization)



ASLR (Address Space Layout Randomization)



ASLR (Address Space Layout Randomization)



FORTIFY_SOURCE

● Compile-time security feature in the GNU C Library (glibc)

● Provides runtime protection for detecting buffer overflow

● Certain buffer manipulation related functions are protected with additional 

wrapper function:

○ strcpy, gets, memcpy, memmove, etc. [2]

● Wrapper function ends with _chk.



FORTIFY_SOURCE
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FORTIFY_SOURCE

Size allocated for buffer in memory

Length of buffer to be copied



FORTIFY_SOURCE

Size allocated for buffer in memory

Length of buffer to be copied





Course Content - Linux 

● Vanilla Stack Overflow

● Stack Overflow + NX bypass (ret2libc)

● Stack Overflow + NX bypass (rop chain)

○ Roping mprotect

● Format String BUG

○ NX

○ Canary, 

○ ASLR/PIE



Course Content - Win32 

● Introduction to Win32 SEH (Structured Exception Handling)

● SEH Overflow + NX bypass 

○ Eliminating Bad characters

○ ASLR bypass

■ Non-aslr module

○ ROPing VirtualProtect



Certification Procedure of CEDP Course:





References

1. https://cwe.mitre.org/data/definitions/121.html

2. https://www.gnu.org/software/libc/manual/html_node/Source-Fortification.ht

ml

https://cwe.mitre.org/data/definitions/121.html
https://www.gnu.org/software/libc/manual/html_node/Source-Fortification.html
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Stack-Based-Overflow-&-Mitigations-Webinar.zip:

1. https://drive.google.com/file/d/1mMCHbfBaLGiNVfmUy4yS3lr4v5XwKP-1

https://drive.google.com/file/d/1mMCHbfBaLGiNVfmUy4yS3lr4v5XwKP-1


Thank You
For Professional Red Team / Blue Team / Purple Team, 

Cloud Cyber Range labs / Courses / Trainings, please contact

                                      info@cyberwarfare.live

To know more about our offerings, please visit:

 https://cyberwarfare.live 

https://cyberwarfare.live/

