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Basic Introduction about 
AWS S3 Service



AWS S3 : Simple Storage Service

Amazon Simple Storage Service (Amazon S3) is a 

scalable, high-speed, web-based cloud storage service 

designed for various purposes including  online backup 

and archiving of data, content storage and distribution 

and applications on Amazon Web Services (AWS).



List of AWS S3 Targeted 
Attacks



AWS S3 : Simple Storage Service

● Public Bucket Exposure

● Credential Leakage

● Privilege Escalation

● Ransomware Attacks

● Data exfiltration

● Exploiting Misconfigured Bucket Policies



1. S3 enumeration

2. Suspicious bucket deletion activity 

3. S3 data Exfiltration

AWS S3 : Simple Storage Service



List of AWS services to protect S3

● CloudTrail

● Guard Duty

● CloudWatch

● AWS Macie

● SIEM



Monitoring & Logging 
AWS S3



S3 Monitoring Architecture



Sub-domain S3 
Enumeration



Working of S3 enumeration



Investigative Mind-Map for Sub-domain S3 enumeration



Bucket Deletion Activity



Investigative Mind-Map for Bucket Deletion Activity



Data Exfiltration : Bucket-Replication



Investigative Mind-Map for Bucket-Replication
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