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About Speaker

John Sherchan

He is a Red Team Security researcher, bringing over 5+ years of experience in Reverse
Engineering, Malware Analysis/Development, and Source Code Reviewing, with a
specialization in Windows Internals (User and Kernel Modes). Demonstrating an advanced
understanding, he has successfully reversed multiple Antivirus (AV) and Endpoint Detection
and Response (EDR) systems to comprehend its architecture. Committed to advancing
cybersecurity, his additional interests include PWNing Active Directory, conducting
Adversary emulation/simulation, writing rootkits, crafting exploits, and strategically
overcoming challenges.
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Persistence

e Tactic adversaries use to maintain access for long periods of time

e Because
o Achieving their objective demands time
o System frequently gets rebooted
o System configuration or credential can be changed
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Techniques
e Boot or logon Autostart Execution e Hijack Execution Flow
o Registry Run Keys o DLL Search Order Hijacking
e Create or Modify System Process e Valid Accounts
o Windows Service o Local Accounts

e Create Account Scheduled Task/Job
o Local Account o Scheduled Task

e Event Triggered Execution Server Software Component
o COM Object Model Hijacking o SQL Stored Procedures
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Boot or Logon Autostart Execution (T1547)

e During the boot or logon windows has capability to execute automatically
run or execute program

e Adversaries may modify such system configuration to achieve persistent

e Windows Registry is the favourite target
o Registry Run Keys [ Startup Folder [T1547.001]
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Registry Run Keys [T1547.001]

1. Run keys are by default created on Windows System

o HKEY_CURRENT_USER \ Software \ Microsoft \ Windows \ CurrentVersion \Run

o HKEY_CURRENT_USER \ Software \ Microsoft \ Windows \ CurrentVersion \RunOnce
o HKEY_LOCAL_MACHINE \ Software \ Microsoft \ Windows \ CurrentVersion \Run

o HKEY_LOCAL_MACHINE \ Software \ Microsoft \ Windows \ CurrentVersion \RunOnce

2. Adding program reference in a entry inside Run Keys cause that program

to execute when user Iogins
o Program executes within the user context i.e., same privilege as the user
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[T1547.001] - Example

B Registry Editor

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

v CurrentVersion A || Name Type Data
Acc.o_untsService %BE(Default) REG_SZ (value not set)
ﬁz‘e’gg:;x:de' 28] MicrosoftEdgeA... REG_SZ "Ci\Program Files (x86)\Microsoft\Edge\Applicati...
App Paths ab| OneDrive REG_SZ "C:\Users\demigod\AppData\Local\Microsoft\On...
AppBroadcast “,’fj OpenVPN-GUI REG_SZ C:\Program Files\OpenVPN\bin\openvpn-gui.exe
AppHost _g;]ﬁ:-!lr\nlfnnnbilr REG.SZ
Applets ab| persistence REG_SZ C:\payloads\payload.exe
ApplicationAssociatic

© AllRights Reserved CyberwarFare Labs




_ @ e -

Create or Modify System Process (T1543)

e Services, daemon, agents etc are usually the system level processes
e Adversaries may create or modify such system level processes for

persistence
o Windows Service

e May require administrative privileges
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Windows Service [T1543.003]

® \Windows services are long run processes that run in background

Non-interactive

Handles OS functionalities
Network communications
Auto start at boot

o O O O

e Adversaries may create or modify existence services

o sc.exe is common utility for modifying or creating services
o Adversaries may directly modify in the registry as well
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[T1543.003] - Example

File Edit Capture Options Computer Help

zEd | X &= EET| 9P | M
# Time Debug Print

1 0.00000000 [13356] 1lo from tent
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Create Account (T1136)

e Adversaries my create a new account to maintain the persistence

e This may remove the dependencies of installing tools to gain remote
access

e Requires sufficient privileges to create a new account
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Local Account [T1136.001]

e Local accounts are created & managed in the single system
o Requires at least Admin privilege

e Multiple local accounts are be created in a single system
e Threat actors usually create new account and disguise with some genuine

name
o “Helpcenter”, “assistent”, staff etc.
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[T1136.001] - Example

Administrator: Command Prompt

dows\system32>net user persist pas
The command completed successfully.

ndows\ tem32>
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Event Triggered Execution (T1546)

e Any actions in the system

e Adversaries may abuse the event triggers to point to the malicious

contents
o  Whenever event is triggered malicious code gets executed
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Component Object Model Hijacking [T1546.015]

e Designed to introduce interoperability, inter-process commmunication and
code reuse

e Various subkeys can be used on COM hijacking
InprocServeanprocServer32

LocalServer/LocalServer32

TreatAs

ProgID

o

o O O

e Subkeys can be found in
o HKEY_CURRENT_USER\Software\Classes\CLSID
o  HKEY_LOCAL_MACHINE \ Software \Classes \CLSID
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[T1546.015] - Example

B Process Monitor Filter

X

Display entries matching these conditions:

Architecture v lis v v | then |Include v

Reset Add Remove

-Calumn, Relation Malue. Action. )

:@ Operation is RegOpenKey Include

@ Path ends with InProcServer32 Include
WPnocess Name 5 Procmon.exe Exclude

@ Process Name is Procexp exe Exclude

[Z1 €23 Process Name. is Autonns.exe. Exclude
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[T1546.015] - Example

[~ 553271260300 AM vy Explorer EXE 888 [ ReaOpenKey ARCU Software (Classes \CLOID 31 "5F24-433D- BC2NnProcoervera2 NAME M UND  Desired Access: Maxmum Alowed
5:53:27.1260706 AM gy Explorer.EXE 5888 [ RegOpenKey HKCU\Software\Classes\CLSID\{317D06E8-5F 24-433D-BDF 7-79CE68DBABC2 )\ inProcServer32 NAME NOT FOUND  Desired Access: Maximum Allowed
5:53:27.1261101 AM gy Explorer.EXE  RegOpenkey Maximum Alowed

= b

NAME NOT FOUND  Desired Access:

N

ENOTEOLND.

HKCU\Software\Classes\CLSID\{317D0GES-5F24-433D-BDF 7-7CE68D8ABC2)\InProcServer32
KU Saftware-Claseco:GLEID-{31TD06E-BF 22 4920 BORT 6CE908105: 22

NAME NOT FOUND  Desired Access:

5-53:27 1597408 AM

_/notepad.exe 8172 [ RegOpenKey

TInntenad ave R172 M RenlinanKey

HKCU\Software \Classes\CLSID\{11659a23-5884-4d 1b-Scf6-6 7d6f4/90b 361\InProcServer32

HKC1N\Softwars\(lasess\("1 SIN\{11R5%222-5R84-4d 1h-G-fA-R AR & A0h 3R InPrmr Senverl?

NAME NOT FOUND

NAME NOT FOLIND

DNesired Anrese:

Desired Access:

Maximum Allowed

5:53:27.1591137 AM | Inotepad.exe 8172 [ RegOpenKey HKCU\Software \Classes \CLSID\{11659a23-5884-4d 1b-Scf6-67d6f4/90b 36}\InProcServer32 NAME NOT FOUND  Desired Access: Maximum Allowed
5:53:27.1591363 AM | Inotepad exe 8172 [ RegOpenKey HKCU\Software \Classes\CLSID\{11659a23-5884-4d 1b-Scf6-67d6f4/50b 36]\InProcServer32 NAME NOT FOUND  Desired Access: Maximum Allowed
5:53:27.1591598 AM otepad exe 8172 [l RegOpenKey HKCU\Software \Classes\CLSID\{11659a23-5884-4d 1b-Ocf6-6 7d6f 4/ 90b 36]\InProcServer32 NAME NOT FOUND  Desired Access: Maximum Allowed
5:53:27.1597097 AM | Inotepad.exe 8172 [ RegOpenKey HKCU\Software \Classes\CLSID\{11659a23-5884-4d 1b-3cf6-67d6f4f90b 36\ Inproc Server32 NAME NOT FOUND  Desired Access: Read
5:53:27.1597216 AM Inotepad.exe 8172 [ RegOpenKey HKCR\CLSID\{11659a23-5884-4d 1b-3cf6-67d6f4f 90b36}\Inproc Server32 SUCCESS Desired Access: Read

Mavimiim Allawed

howing 54,314 of 5,703,180 events (0.95%)

Backed by virtual memory
T

{F37369D9-1C22-40A0-A997-0B4DSF7B6637) o Name Tooe R
{EZI2A0DE-BES1:4E54-9264 9GRONCRELR) a5) (Defautt) REG_SZ C:\payloads\payload.dil
{FO1972FD-5A43-47C7-AOCS-6052DB26FAAC} T P i
(FDFO1632-DBBO-4E32-9427-32CEOCRECBSE] = g .

I v | {11659a23-5884-4d1b-9cf6-67d6f4f90b36}
InprocServer32

com.microsoft.3dviewer

[N Windows Persistence
Directory

Drive

Extensions

feedback-hub
FileSyncClient.AutoPlayHandl
FileSyncClient.AutoPlayHandl

Hello From CyberWarFarelabs!!

Computer \ HKEY_CURRENT_USER \ SOFTWARE \ Classes \ CLSID \ {11659a23-5884-4d1b-9cf6

-67d6f4f90b36} \ InprocServer32
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Hijack Execution Flow (T1574)

e Adversaries may find the flaw in the program execution and hijacks it

e These hijacked executions reoccurs which act as a good persistent
technique for threat actors

e Some good exploitable targets are DLL hijacking, DLL side loading,
weakness in executable installer, file permission weakness etc.
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DLL Search Order Hijacking [T1574.001]

e Windows has a specific order to locate & load the DLL

e While looking up the DLL if DLL is missing at the location adversaries may
plant the malicious DLL in that location

e This may also escalate the privilege if the hijacked program is high
privilege
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[T1574.001] - Search Order

Pre-Search

4
Application’s directory
A4
System32 directory (C:\Windows\System32\)
V4
System directory (C:\Windows\System\)
N
Windows directory (C:\Windows))
v

Standard Search Order

Current working Directory (CWD)
AV
Directories listed in %PATH%

[1] Safe DLL Search Order
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[T1574.001] - Example

¥ Process Monitor Filter X
Display entries matching these conditions:
Architecture v lis ~| v | then |Include v
Reset Add Remove
Column Relation Value Action A
@ Process Name is GitHub Desktop .exe Include
2 Resut contains NAME NOT FOUND Include
@ Path contains dil Include
Process Name is Procmon.exe Exclude
[ €28 Pracass Name is Procexn exe Fxchide
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Valid Accounts (T1078)

e Unlike Create Account, here the compromised accounts of various
resources can be used
o  VPNSs, RDP, Outlook Web Access, network devices

e Usually the credentials are compromised or modified if gained enough
privilege

e Abusing inactive accounts not only provide the persistent but also evasion
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Local Account [T1078.003]

e Adversaries may abuse the credential of the local account and persist in
the system

e Sometimes they enables the inactive administrator account and change
the password if they have sufficient privileges
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Scheduled Task [ Job (T1053)

e Most Operating System offers the scheduling functionality from local as
well as remote

e One can schedule task such as programs or scripts at pre-defined date
and time

e Adversary may schedule task which can be executed at system startup
o For remote scheduling attacker should be authenticated with valid credentials (may require
user credentials with admin privileges)
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Scheduled Task [T1053.003]

e Windows Task scheduler is widely used component for persistent

e Adversaries may use schtask.exe utilities to schedule the task
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[T1053.003] - Example - lowpriv

Windows Persistence

Hello From CyberWarFarelabs!!

File Action View Help
| 257 55

@ Taslfc::d:l: ('LMS:Z Name Status Triggers Next Run Time ~ | | Actions
v ask Scheduler Library i =
V® 7 Microsoft (@ GoogleUpda... Ready Multiple triggers defined 4/23/2024 7:13:59 PI Task Scheduler Library
| OneCore g leUpda,.. o 4/22/202411:13:59 ¢ 3] Create Basic Task...
| VisualStudio lowpersist Ready At 11:00 AM on 4/22/2024 - After triggered, repeat every 10 minutes indefinitely. | 4/22/2024 11:00:00 | W Create Task...
| Windows MicrosoftEd... Ready Multiple triggers defined

4/23/2024 1:51:29 A i i
“] XblGameSave (® MicrosoftEd... Ready At 1:21 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 4/22/2024 11:21:29 meorask...
(@ npcapwatch... Ready At system startup

> [ Display All Running Tasks
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File Action

&= x5 B

View Help
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T1053.003] - Example - highpriv

1INUTE /mo 10 /s

(3 Task Scheduler (Local)

Name

(5] payload.exe

Processes Services Network Disk

Firewall

PID CPU /O total r...

1128

Devices
828 kB

Private b...__User name Description

828 kB NTAUTHORITY\SYSTEM

Tk Schediier Lib Name Status Triggers Next Run Time A ||| :Acticns
v @ Task Scheduler Libra < :
ff Mictosoft = (® GoogleUpda... Ready Multiple triggers defined 4/23/2024 7:13:59 P Task Scheduler Library = e
“| OneCore (P GoogleUpda... Ready At7:13 PM every day - After triggered, repeat every 1 hour for a duration of 1day. 4/22/2024 11:13:59 F ] Create Basic Task...
| VisualStudio (,'%—"r highpersist Ready At 11:05 AM on 4/22/2024 - After triggered, repeat every 10 minutes indefinitely.  4/22/2024 11:05:00 % Create Task...
| Windows (© MicrosoftEd... Ready Multiple triggers defined 4/23/2024 1:51:29 A ) Tk
| XblGameSave (® MicrosoftEd... Ready At 1:21 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 4/22/2024 11:21:29F N mportiaski:
(B npcapwatch... Ready At system startup v [ Display All Running Tasks
@ System Informer [DESKTOP-MEESAAV\demigod] (Administrator) X
System View Tools Users Help
%% Refresh {3 Options ‘ #8 Find handles or DLLs 3% System information ‘ O&E X ‘ ] payload Aa >k (3
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Server Software Components (T1505)

e Some Enterprise Server Software are developed with the extensible features
o  Allowing the user to add additional scripts or plugins

e Adversaries may craft & install malicious script or plugins and achieve
persistency in the system
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SQL Stored Procedures [T1505.001]

e To avoid rewriting queries frequently SQL provides the feature call Stored
Procedures

e Microsoft SQL Server provides CLR integration if enabled

e Adversaries may link the CLR assemblies to the stored procedures and
executes the arbitrary code
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[T1505.001] - Example

ite query|(
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[T1505.001] - Example - EVilCLR

filename, arguments)

cess process = sQ);
process. 2 = filename;
flag = ! - (arguments);
(flag)

rocess. - = arguments;
5
3

3

process.

process.

process.

process. - H

process. . = 3
ringBuilder stdoutput ringBuilder();

process. sender, Dat

stdoutput.

value =

process.
proce:
value = process.

process.Wa
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Giveaway Alert:
3seats CRT-COI

Certification course o A
for free.
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5 CCDA Certification Seats Giveaway

Cyber Defense Strategies for Combatting C2 Based Attacks

Date : \ P Timing :
26 April 24 08-09PM [IST]

*Get Certificate Of Attendance*
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