


About CyberWarFare Labs

CW Labs is a renowned UK based Ed-tech 
company specializing in cybersecurity cyber 
range labs. They provide on-demand 
educational services and recognize the need 
for continuous adaptation to evolving threats 
and client requirements. 

The company has two primary divisions : 

1. Cyber Range Labs 
2. Up-Skilling Platform



About Speaker
John Sherchan

He is a Red Team Security researcher, bringing over 5+ years of experience in Reverse 
Engineering, Malware Analysis/Development, and Source Code Reviewing, with a 

specialization in Windows Internals (User and Kernel Modes). Demonstrating an advanced 
understanding, he has successfully reversed multiple Antivirus (AV) and Endpoint Detection 

and Response (EDR) systems to comprehend its architecture. Committed to advancing 
cybersecurity, his additional interests include PWNing Active Directory, conducting 
Adversary emulation/simulation, writing rootkits, crafting exploits, and strategically 

overcoming challenges.



Persistence

● Tactic adversaries use to maintain access for long periods of time

● Because
○ Achieving their objective demands time
○ System frequently gets rebooted
○ System configuration or credential can be changed



Techniques

● Boot or logon Autostart Execution
○ Registry Run Keys

● Create or Modify System Process
○ Windows Service

● Create Account
○ Local Account

● Event Triggered Execution
○ COM Object Model Hijacking

● Hijack Execution Flow
○ DLL Search Order Hijacking

● Valid Accounts
○ Local Accounts

● Scheduled Task/Job
○ Scheduled Task

● Server Software Component
○ SQL Stored Procedures



Boot or Logon Autostart Execution (T1547)

● During the boot or logon windows has capability to execute automatically 
run or execute program

● Adversaries may modify such system configuration to achieve persistent

●  Windows Registry is the favourite target
○ Registry Run Keys / Startup Folder [T1547.001]



Registry Run Keys [T1547.001]

1. Run keys are by default created on Windows System
○ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
○ HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
○ HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
○ HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

2. Adding program reference in a entry inside Run Keys cause that program 
to execute when user logins
○ Program executes within the user context i.e., same privilege as the user



[T1547.001] - Example



Create or Modify System Process (T1543)

● Services, daemon, agents etc are usually the system level processes

● Adversaries may create or modify such system level processes for 
persistence
○ Windows Service

● May require administrative privileges



Windows Service [T1543.003]

● Windows services are long run processes that run in background
○ Non-interactive
○ Handles OS functionalities
○ Network communications
○ Auto start at boot

● Adversaries may create or modify existence services
○ sc.exe is common utility for modifying or creating services
○ Adversaries may directly modify in the registry as well



[T1543.003] - Example



Create Account (T1136)

● Adversaries my create a new account to maintain the persistence

● This may remove the dependencies of installing tools to gain remote 
access

● Requires sufficient privileges to create a new account



Local Account [T1136.001]

● Local accounts are created & managed in the single system
○ Requires at least Admin privilege 

● Multiple local accounts are be created in a single system

● Threat actors usually create new account and disguise with some genuine 
name
○ “Helpcenter”, “assistent”, staff etc.



[T1136.001] - Example



Event Triggered Execution (T1546)

● Any actions in the system

● Adversaries may abuse the event triggers to point to the malicious 
contents
○ Whenever event is triggered malicious code gets executed



Component Object Model Hijacking [T1546.015]

● Designed to introduce interoperability, inter-process communication and 
code reuse

● Various subkeys can be used on COM hijacking
○ InprocServer/InprocServer32
○ LocalServer/LocalServer32
○ TreatAs
○ ProgID

● Subkeys can be found in 
○ HKEY_CURRENT_USER\Software\Classes\CLSID
○ HKEY_LOCAL_MACHINE\Software\Classes\CLSID



[T1546.015] - Example



[T1546.015] - Example

Computer\HKEY_CURRENT_USER\SOFTWARE\Classes\CLSID\{11659a23-5884-4d1b-9cf6
-67d6f4f90b36}\InprocServer32



Hijack Execution Flow (T1574)

● Adversaries may find the flaw in the program execution and hijacks it

● These hijacked executions reoccurs which act as a good persistent 
technique for threat actors

● Some good exploitable targets are DLL hijacking, DLL side loading, 
weakness in executable installer, file permission weakness etc.



DLL Search Order Hijacking [T1574.001]

● Windows has a specific order to locate & load the DLL

● While looking up the DLL if DLL is missing at the location adversaries may 
plant the malicious DLL in that location

● This may also escalate the privilege if the hijacked program is high 
privilege



[T1574.001] - Search Order

[1] Safe DLL Search Order



[T1574.001] - Example

￼



Valid Accounts (T1078)

● Unlike Create Account, here the compromised accounts of various 
resources can be used
○ VPNs, RDP, Outlook Web Access, network devices

● Usually the credentials are compromised or modified if gained enough 
privilege

● Abusing inactive accounts not only provide the persistent but also evasion 



Local Account [T1078.003]

● Adversaries may abuse the credential of the local account and persist in 
the system

● Sometimes they enables the inactive administrator account and change 
the password if they have sufficient privileges



Scheduled Task / Job (T1053)

● Most Operating System offers the scheduling functionality from local as 
well as remote

● One can schedule task such as programs or scripts at pre-defined date 
and time

● Adversary may schedule task which can be executed at system startup
○ For remote scheduling attacker should be authenticated with valid credentials (may require 

user credentials with admin privileges)



Scheduled Task [T1053.003]

● Windows Task scheduler is widely used component for persistent

●  Adversaries may use schtask.exe utilities to schedule the task



[T1053.003] - Example - lowpriv



[T1053.003] - Example - highpriv



Server Software Components (T1505)

● Some Enterprise Server Software are developed with the extensible features
○ Allowing the user to add additional scripts or plugins

● Adversaries may craft & install malicious script or plugins and achieve 
persistency in the system



SQL Stored Procedures [T1505.001]

● To avoid rewriting queries frequently SQL provides the feature call Stored 
Procedures

● Microsoft SQL Server provides CLR integration if enabled

● Adversaries may link the CLR assemblies to the stored procedures and 
executes the arbitrary code



[T1505.001] - Example



[T1505.001] - Example - EvilCLR
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Thank You
For Professional Red Team / Blue Team / Purple Team / Cloud Cyber Range labs / 

Trainings please contact 

support@cyberwarfare.live 

You’ll receive attendance certificates within 48 hours.

To know more about our offerings, please visit: https://cyberwarfare.live
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