
Begin Cloud Red Team Journey with 
CWL Cyber Security Playground



CW Labs is a renowned UK based Ed-tech 

company specializing in cybersecurity 

cyber range labs. They provide 

on-demand educational services and 

recognize the need for continuous 

adaptation to evolving threats and client 

requirements. The company has two 

primary divisions:

1. Cyber Range Labs

2. Up-Skilling Platform

About CW Labs :



About Speaker :
Manish Gupta

Co-Founder & CEO at CW Labs Pvt. Ltd.

Manish Gupta is CEO of CyberWarFare Labs having 7.5+ years of expertise in 

offensive Information Security. Where he specializes in Red Teaming Activities on 

enterprise Environment. His Research interest includes Real World Cyber Attack 

Simulation and Advanced persistent Threat (APT). Previously he has presented his 

research at reputed conferences like Blackhat USA, DEFCON, Nullcon, BSIDES 

Chapters, X33fcon, NorthSec, CanSecWest & other corporate trainings etc.



Agenda
- Current Cloud Red Team Market

- CWL Enterprise Cloud Cyber Kill Chain

- MCRTA : Challenge Demo

- Announcing Multi-Cloud Red Team Analyst Course

- MCRTA : Certification Procedure

- MCRTA : Target Audience & Prerequisite

- Thank You :) 



Current Cloud Red Team Market
- Forbes reports 92% of organizations surveyed have a 

multi-cloud strategy, and 82% have a hybrid cloud strategy

- Multi-Cloud Deployments have lots of misconfigs like :

- Publicly exposed cloud services
- Large number of IAM mis-configuration
- Unintended Excessive Permissions etc

- Organizations are actively hiring for Cloud Security 
Consultants, Penetration Testers & Cloud Red Team Analysts 
etc.



CWL Enterprise Cloud Cyber Kill Chain



MCRTA : Challenge Demo 

CWL Cloud 
Adversary 
Simulation 

Platform



Announcing Multi-Cloud Red Team Analyst (MCRTA)

- Introduction to AWS, Azure & GCP Red Teaming

- Learn & Practically perform Cloud Red Team Operations

- 30+ Unique Multi-Cloud Hacking Challenges

- Access to CWL Cloud Red Team Community [Discord]



MCRTA : Certification Procedure



MCRTA : Target Audience

- Cyber Security Beginners / Professionals 

- Security Analysts / Security Consultants / Security Engineer

- Cloud Security / Cloud Pentesting / Cloud Red Teaming 

- You 😉



MCRTA : Pre-Requisites

- Familiarity with Command Line Interface

- No Prior Cloud Knowledge is required

- An Open Mind 😊



CWL Discount Offer & Giveaway:
- Giveaway of CHMRTS course to 5 lucky winners.

- The “Multi Cloud Red Team Analyst (MCRTA)” Course & “CWL Cyber 

security playground platform” will be live on 21st February 2024.

- Webinar Attendance Certificate to all attendees

- Access of this webinar recording & PPT Material [PDF File]



Thank You 
For Professional Cyber Penetration Testing / Red Team 

/ Blue Team / Purple Team,
Cloud Cyber Range labs / Courses / Trainings, please email

info@cyberwarfare.live

To know more about our offerings, please visit:
 https://cyberwarfare.live 

https://cyberwarfare.live/

