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About CW Labs :
CW Labs is a renowned UK based Ed-tech 
company specializing in cybersecurity 
cyber range labs. They provide 
on-demand educational services and 
recognize the need for continuous 
adaptation to evolving threats and client 
requirements. The company has two 
primary divisions:

1. Cyber Range Labs
2. Up-Skilling Platform
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About Speakers :
John Sherchan

 
Red Team Security Researcher at CW Labs UK Pvt. Ltd.

He is a Red Team Security researcher, bringing over 5+ years of experience in Reverse 
Engineering, Malware Analysis/Development, and Source Code Reviewing, with a 

specialization in Windows Internals (User and Kernel Modes). Demonstrating an advanced 
understanding, he has successfully reversed multiple Antivirus (AV) and Endpoint Detection 

and Response (EDR) systems to comprehend its architecture. Committed to advancing 
cybersecurity, his additional interests include PWNing Active Directory, conducting 
Adversary emulation/simulation, writing rootkits, crafting exploits, and strategically 

overcoming challenges.
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Agenda

- Lateral Movement
- Diamond Ticket
- Announcing CELMS
- CELMS Course Highlights
- CELMS Certification Procedure
- Prerequisites
- Target Audience
- Giveaway
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Lateral Movement

- Lateral Movement Capability:
- Enables navigation through the network.
- Grants access to and control over systems.

- Objectives:
- Gain access to valuable resources.
- Seek higher privileges within the network.
- Collect additional credentials.

- Extended Network Exploration:
- Facilitates advancing further for expanded 

malicious activities.
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Diamond Ticket
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Diamond Ticket

- Why Diamond Ticket over Golden Ticket?
- Unlike Golden ticket which is missing AS-REQ, Diamond Ticket makes a 

valid AS-REQ
- Prerequisites for Diamond Ticket

- Valid User TGT (tgtdeleg)
- KerbTGT key 
- Target USER
- Target USER RID 
- Groups (group id)
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● Request the TGT of logged in user using TGTdeleg technique

Diamond Ticket
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● Decrypts the TGT, modifies the PAC with privileged one and re-sign the tickets

Diamond Ticket
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● Injecting ticket into memory using pass the ticket method

Diamond Ticket
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● PSExec to perform command execution

Diamond Ticket
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Diamond Ticket

Command Reference:

# diamond ticket
Rubeus.exe diamond /tgtdeleg /krbkey:<krbtgt_aesKey> /ticketuser:<username> 

/ticketuserid:<user_rid> /groups:<group> /nowrap



© All Rights Reserved CyberWarFare Labs

Announcing CELMS
- Explore diverse credential and authentication protocol vectors for lateral movement.

- Custom designed realistic scenarios within the network to perform lateral movement.

- Familiarize yourself with system misconfigurations exploitable for lateral movement.

- Access premium learning materials, including a 250+ page PDF and over 14 hours of HD 
videos.

- Develop proficiency in utilizing cybersecurity tools pertinent to lateral movement for 
enhanced skill sets.
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Course Course Highlights
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CELMS Certification Procedure
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Prerequisites

- Basic Networking knowledge
- Basic Knowledge of Cybersecurity context
- Basic understanding on tools and techniques
- General understanding of Active Directory Attack
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Target Audience 
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CWL Discount Offer & Giveaway:

- Giveaway of Exclusive CELMS Course course to lucky 5 

candidates.

- Use “CELMS10OFF” to get  10% OFF on “Certified Enterprise 

Lateral Movement Course”

- Webinar Attendance Certificate to all attendees

- Access of this webinar recording & PPT Material [PDF File]
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References

- https://hailbytes.com/what-is-lateral-movement-in-cyberse
curity/
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Thank You!
If you like the webinar, please feel free to shout out & tag us at social media 

platforms.

For any technical questions / doubts related to the content please email us at 
support@cyberwarfare.live

For Professional Red / Purple Team Labs & Technical Training Services kindly email 
at info@cyberwarfare.live


