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Module 1

1. Case Studies

Abusing Web App based Vulnerabilities

Leaked PAT to Self-Hosted GitLab Runner
Adversary In the Middle Attack (AiTM)
Manipulating Exchange Rules

Abusing & Impersonating Enterprise Applications

e ZoOMm
 Visual Studio
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Module 2

1. Kerberos Delegation 2. Linux Active

n S4U2Self
= U2U
s S4U2Self + U2U

= Diamond Tickets
= Sapphire Tickets
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3. Group Managed Service Account (QMSA)

4. Certificate Services 5. Cross-Forest Attacks
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ESC4
ESCG6
ESC8
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