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Module 1

Understanding the concept of purple teaming
Roles and responsibilities

Key concepts

Module 2

About Red Teaming

Red Team Lifecycle

Adversary Simulation Using MITRE ATT&CK Framework
TIBER-EU Framework
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Module 3

About Blue Teaming
Adversary Detection using MITRE D3FEND Framework

Module 4

SIEM = OSQuery
Incident Response = Network Monitoring
Threat Intelligence

Incident Management
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Module 5

Web Exploitation And Detection
Network Exploitation And Detection
Host Exploitation And Detection

AD Exploitation And Detection
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