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About CW Labs :
- CybeWarFare Labs is UK-based Ed-tech company.

- Specializes in cybersecurity cyber range labs.

- Offers on-demand educational services.

- Emphasizes the importance of adapting to evolving 
threats and client needs.

- Operates with two primary divisions:

  1. Cyber Range Labs

  2. Up-Skilling Platform
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Forms of Credential Theft
• Phishing Emails

• Cybercriminals send deceptive emails that appear legitimate, tricking 
recipients into revealing their login credentials or sensitive data. 
Phishing is a common entry point for attackers seeking to gain 
unauthorized access.

• Data Breaches:
• Organizations store vast amounts of user data, making them attractive 

targets for hackers. A data breach occurs when unauthorized 
individuals gain access to this data, potentially exposing usernames, 
passwords, and other personal information.



Forms of Credential Theft
• Social Engineering

• This technique exploits human psychology to convince individuals 
to divulge confidential information. Attackers often impersonate 
trusted entities, exploiting trust to extract credentials.

• Credential Theft Tools:
• Sophisticated attackers use specialized software like keylogger, 

mimikatz, custom built scripts etc. to extract credentials from the 
systems. These tools can extract passwords and credentials from 
compromised machines, posing a significant threat to security.



Credential Theft Tools

mimikatz lazagne

impacket keylogger



Mimikatz



Mimikatz: Lsass
• Mimikatz has ability to extract credentials from:

Live lsass process 
memory (online)

Lsass dump from 
disk (offline)



WDigest

• WDigest Authentication is type of 
challenge/response protocol
• Introduced in Windows XP
• Primarily used for LDAP and web-based authentication

• By Default WDigest password caching is disabled in 
modern version of OS



WDigest - Default Dumping



WDigest - Enable Credential Caching



WDigest - Enable Credential Caching

Dumping clear text password after enabling WDigest credential caching 



WDigest Extraction - Internals: 
l_LogSessList structure 



WDigest Extraction - Internals: 
l_LogSessList structure 



WDigest Extraction - Internals: 
Password Decryption



Certified Red Team – CredOps 
Infiltrator [CRT-COI]

https://cyberwarfare.live/product/certified-red-team-credops-infiltrator
-crt-coi/

https://cyberwarfare.live/product/certified-red-team-credops-infiltrator-crt-coi/
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Certified Red Team – CredOps 
Infiltrator [CRT-COI]

• Explore Windows Credential and Storage Internals

• Explore DPAPI, WDigest, LSASS, WiFi, Browser, Registry, 

etc.

• Learn to perform General Evasion

• Manual Dumping Credentials



Certified Red Team – CredOps 
Infiltrator [CRT-COI]: Roadmap



Certified Red Team – CredOps 
Infiltrator [CRT-COI]: Giveaway

1 Seat GiveAway
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