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About CyberWarFare Labs :

CyberWarFare Labs is an Ed-Tech Cyber Security 

Focused Platform which is totally engrossed in solving 

the problem of Cybersecurity by providing candidates 

real-time hands-on manner Cyber Range Labs solutions. 

We provide Practical Labs [Simulation of critical 

infrastructure] like Healthcare, Nuclear Facility etc.



Our Offering On Courses :

Our Offering On Trainings :

Our Offering On Mini-Course :



Yash Bharadwaj
 Co-Founder & Technical architect at CyberWarFare Labs

With over 4.5 Years of Experience as Technologist. Highly attentive towards finding, learning and discovering new TTP's used 

during offensive engagements. His area of interest includes building Red / Blue team infrastructure, evading AVs & EDRs, 

Pwning Active Directory infrastructure, stealth enterprise networks & Multi cloud attacks. Previously he has delivered 

hands-on red / blue / purple team trainings / talks / workshops at Nullcon, X33fCon, NorthSec, BSIDES Chapters, OWASP, 

CISO Platform, YASCON. You can reach out to him on Twitter @flopyash.

About Speakers :



• Modern Red Team Infrastructure Components

• Command & Control Server

• Payload Server

• Redirector Server

• Phishing Server

• VPNs & Proxies

• Collaboration Tools like Slack, Discord etc



Redirection Methods

• Cloud Based Redirection (SSL)

• AWS CloudFront

- Content Delivery Network Service Offered by AWS

- Provide secure content delivery of AWS Services like Application Load Balancers etc

- Web Application Firewall (WAF) & Geo-Restriction can be applied on distribution

- Secure Domain “*.cloudfront.net” & Redirection Capability



1. AWS Infrastructure

CloudFront Endpoint



DEMO : AWS CloudFront



• OPSEC Safe Setup

• Pointers:
• Default Headers / Banners

• SSL Certificates

• Network Firewall

• Traffic Redirection

• Infra Network Routing

• Geo-Fencing
• Victim IP Range

• Selective Headers

• Secret Cookies



Introducing Mini-Course 
(Launch Date 10th March 2023)



Thank You for providing your precious time!

If you like the content, please feel free to shout out & tag us at social media 
platforms.

For any technical questions / doubts related to the content please email us at 
support@cyberwarfare.live

For Professional Red / Purple Team Labs & Technical Training Services kindly 
email at info@cyberwarfare.live


