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ClickOnce Application

- It is a technology developed by Microsoft that simplifies the deployment and 
updating of Windows-based applications over the internet

- It enables developers to publish and distribute their applications without 
requiring complex installation procedures

- ClickOnce applications can include all their dependencies and libraries within a 
single package

- We can modify the dependencies & even backdoor the application for initial 
access purpose. Let’s see the procedure 



Backdooring Legit Application

NOTE : Select the URL, Right Click & Change the IL Instructions to your payload server



Re-Generating Signatures : 

Add in Manifest File : 

openssl dgst -binary -sha256 MTSCRANET.dll.deploy | openssl enc -base64

Add in the Application File :

 openssl dgst -binary -sha256 ReaderConfiguration.exe.manifest | openssl enc -base64



Application Delivery & Deployment



Key-Takeaways

- Understood methodology to backdoor a legit .NET Application

- Works like a charm with a Digital Certificate for signing the app

- New way to test your internal team phishing competency

- Can be made sophisticated with an already compromised website for 
ClickOnce Delivery
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Stealth Cyber
Operator [CSCO]

Link : https://cyberwarfare.live/product/stealth-cyber-operator-sco/ 

https://cyberwarfare.live/product/stealth-cyber-operator-sco/


Thank You!
If you like the content, please feel free to shout out & tag us at social 

media platforms.

For any technical questions / doubts related to the content please email 
us at support@cyberwarfare.live

For Professional Red / Purple Team Labs & Technical Training Services 
kindly email at info@cyberwarfare.live


