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Agenda

e Current Cyber Security Market

e Hacking Case Studies : 2

e Introducing Cyber Security Analyst (C3SA) Course
e Modules Division

e Giveaway



Cyber Security Market 2023

e Remote Asset Control & Operations (Post-Covid Edition)
e |T Resources Architecture Designing & Planning

e QOrganization shifting resources to Cloud

e Open-Source Security Operations Tools

e QOrganizations Requiring Skilled Candidates as in:

Assess Security of Network / Hosts

Analyst / Operator Profiles

Open-Source Security Operations Center (SOC) Tools
Automation of Security Focused Resources
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Adversaries utilizing advanced tradecraft for targeting enterprise security:

o Web Based
o Network Based
o Cloud Focused

m Ultilizing Resources for Crypto Mining
m Utilizing Cloud Infra to conduct DDoS Attacks
m Critical Assets like Operational Technology (OT) databases

m Backups

Great opportunity to build a career & scale in Cyber Security Market.

Strong Cyber Practical Skills + Long Term Engagement = Great Pay Scale



Threat group of People’s Republic of China (APT 10) - Case Study

2. Initial, low-equity implant such
as sogu or ghOst

1. Spearphishing attack

5. Explore and exploit target IT
service provider customer

arget

6b. Optional: Exfiltrate
Customer

through ingress route

Managed Cloud Environment

3. Identify cloud systems
administrator and compromise
legitimate credentials

6a. Optional: Exfiltrate over
customer infrastructure

4. Leverage existing, trusted
accesses

Reference : Google Threat Horizons intelligence report 2023
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Uber Hack Case Study : October 2022
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Ransomware

- slack

(i) sentinelone:

) vmware

Google Workspace
MDD & 0

jl ]
.l amazon
EF webs

services

Multi-Cloud Environment

© CyberWarFare Labs



Introducing C3SA :

Fully Hands-on course for
4‘)&{? Beginners in Information
) Security.

1, Practical use of Latest Cyber
‘17' Technologies in Enterprises

Course will definitely help in journey
to choose your own path in broad
cyber security industry



Expectations :

« CWLis aimed at spreading cyber security knowledge with best-ever

practical learning scenarios for better causes

 We need candidates with developed interest in Cyber Security domains

& eager to serve & better protect organization assets

* Always eager to learn / implement & create productive applications of

the information.



Our Approach :

Role Requirement
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Learner Skill-set
provided by CWL &

Self-Exploration S2

S3 S = Skill

K = Knowledge



ADDITIONAL MATERIAL :

Explore PDF mapped with Cyber Security job
roles & job description by reputed companies

https://cyberwarfare-labs-website.s3.ap-south-1.amazonaws.com/Job Profile.pdf

INFO : The framework will adapt based on the ever changing Cyber Security ecosystem (agile)


https://cyberwarfare-labs-website.s3.ap-south-1.amazonaws.com/Job_Profile.pdf

C3SA Modules :

1. Introduction to
Cyber Security

2. Infrastructure
Setup

7. Security
Operations
Basics

C3SA COURSE
MODULES

3. Web Application

Basics &
Exploitation ¢

6. Cloud Basics &
Penetration
Testing

o

Al

4. Network Basics
& Exploitation

@E} -
5. Operating
System Basics

& Exploitatio



GIVEAWAY:

3 Lucky Winners will be provided with access to
C3SA Course

https://www.cyberwarfare.live/c3sa-giveaway

INFO : Lucky Winners announcement will be on 10th January 2023



https://www.cyberwarfare.live/c3sa-giveaway

Thankyou

For Bulk Enrollment / Trainings please contact
support@cyberwarfare.live

If you like this presentation please tag & share on
social media platforms.




