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About CyberWarFare Labs:

CyberWarFare Labs is an Ed-Tech Cyber Security
Focused Platform which is totally engrossed in solving
the problem of Cybersecurity by providing them
real-time hands-on manner solutions to problems of
B2C & B2B Audience. We provide Practical Labs
[Simulation of critical infrastructure] like Healthcare,
Nuclear Facility etc.




About Speakers:

Rohith Sai Krishna

With one year of experience as a cybersecurity intern, he have gained valuable
experience in the field of pentesting, specializing in identifying vulnerabilities and
testing the security of various systems. His areas of interest lie in Red/Blue team
operations, which encompasses API security, web application security, and enterprise
network security.

Nikhil Kumar Reddy Poola

With over 1.5 years experience as Cybersecurity Intern , As a cybersecurity
enthusiast, he have had the opportunity to delve into the world of API pentesting, a
crucial aspect of securing web applications and systems.He have explored various
facets of API pentesting, including understanding API architectures, endpoint
organization, and the security risks associated with APIs.
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1.
Introduction

APl,An application programming interface is
a way for two or more computer programs to
communicate with each other.




APls can be used to access data from different sources, such as social media platforms,

»

e-commerce websites, and weather services.

APIls can be public or private. Public APIs are available to anyone, whife private APls are
restricted to specific users or organizations.
APIs can be built using different programming languages, such as Java, Python, Ruby, and

others.

APIs can be accessed using different protocols, such as REST, SOAP, GraphQL, and others.
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2.
API
Architecture

APl architecture is the design and structure of
an APl that determines how it functions and
interacts with other systems. A well-planned
architecture can enhance an API usability,

scalability, and security.




API architecture refers to the design and structure of
an API. The architecture of an API can affect its

performance, scalability, security, and ease of use.

1. Request and Response Format: APIs can use
different formats for requests and responses,
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3. APl Versioning: APls may have different
versions to support changes and updates.to the
API. Versioning should be managed carefully to

avoid breaking changes.




Several types of
Api Architecture

REST

(Representational State Transfer)

most common type of API
architecture, which uses HTTP
requests to perform CRUD
(Create, Read, Update, Delete)

operations.

SOAP

(Simple Object Access Protocol)

This architecture uses
XML-based messaging to
perform remote procedure calls

(RPCs) between applications.

GraphQL

This architecture uses a query
language to enable clients to

request only the data they nged,
resulting in more efficient and

faster APl responses.
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APl endpoints are URLs that specify a particular
resource or actionthat.an API can-perform.
Endpoints are the entry points for accessing the
data or functionality provided by the API.

APIs can have multiple endpoints that
correspond to different actions or data entities.
For example, an e-commerce APl may have
endpoints for retrieving product information,
adding items to a cart, and checking out.
Well-designed API endpoints are intuitive, easy
to use, and follow standard naming
conventions. Consistent er{dpoint design can
make it easier for developers to understand and
use the API, and cdh also help prevent errors or

confusion.



3.
API
Security Risks

APl security risks is that APIs are vulnerable
to many of the same types of attacks as web
applications, including injection attacks,
broken authentication and session
management, and inadequate encryption

and data protection.
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http://softwarecompany.com?
useriID=1199 or 1=1;--
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Attacker
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Data for all users is
returned to attacker

Perpetrator injects the Website
website with a malicious
script that steals each

visitor's session cookies

SELECT* FROM users
WHERE userIiD=1199 or 1=1;--

_—

—

Return data for
all users

Victim’s SQL
Database Server

For each visit to the
website, the malicious
script is activated

. Visitor’s session cookie
is sent to perpetrator.

Perpetrator

. Perpetrator discovers a
website having a vulnerability
that enables script injection

Website Visitor




New message
Hello Mr. Smith!
Did you see this cool article?

You just received a
payment of 1000$ from
Mr. Smith.

Uses credential
stuffing with stolen
password database

>

Attacker

: https://vulnerablebank,com/? :

action=payé&
to=attackers
amount=1000§

(@ Operation succeeded!

API Endpoints




Scans for vulnerable API
|/1D endpoints and obtains
- sensitive data =
= I, Unable
- ' todetect
il N\ attack
Breach continues

Attacker undenecoed API Endpoint Log Server

HTTP GET /index.php

Targeted Victim
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4.
Tools
Techniques

These are designed for API testing and can

be used to perform functional, performance,

and security testing of APls. Examples

include Postman, SoapUl, and RestAssured.
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REST API Fuzz
Testing Service

Web Service under test

RESTler Docker Image

Swagger RESTler Tests &
Spec Grammar Bugs

Docker Image
API Testing Tool

Fuzzing Service
API DevOps Pipeline
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Test Case Test Case
Creation Execution
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Test Plan Defe_ct
Logging

Creation
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Testing

&4 PortSwigger

API| Scanning with Burp Suite

Example of fetching map

Normal case of a browser fetching
data from an API

a web page from a server

‘ HTTP request ) ‘ HTTP request :' ,
GET/page GET/api/map/location-64.4.231

C— T Cr—
Client [ ¢/> Server |[—] Client [ ¢/

HTTP response
g ‘ : HTML web page ,




5.
Best
Practices

Best practices for API pentesting are a set of
guidelines and recommendations to follow
when testing the security of an Application

Programming Interface (API).
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You order the S The order request is taken
waiter to the kitchen

Kitchen

Your order is " Request is processed (food

served to you. prepared) and provided to
waiter for delivery
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Request with invalid arguments

D ————— r— NestJS Server
‘ Request to /example “

| with invalid arguments | 1

Route handler
for /example

H Validation pipe ‘

| HrTP 400 iil ‘
H Bad Request H




Hel d, we need to
talk about programming




Authentication Authorization

Confirms users Gives users permission
are who they say they are. to access a resource.

Everything sent across HTTP is plain text:

101101 Username: Jill 110101 01101 Password: BobsCat
100010101 Account #: 76573624394 01100 101010

The same data with HTTPS encryption:

—
W7fh&688d/6534900fHtGkim63QPIcebgr8070BX76LP219f+jK763
OenyHtYmLSy65HvLpOzzEAdnMg71ngp8nbmdJHI8iqyQ2GP87w

e3e8Vc9J654NMo0oqgawfgs6difghadlod2wMfv35rjvoP

-

SERVER




6.
Conclusion

API pentesting is a critical aspect of web

application security that helps in identifying ﬁ ﬁ
I J ‘ L )

and addressing potential security

vulnerabilities in APIs. @ @ e 0

APls provide a common and convenient way

for applications to communicate and _
exchange data, but they also introduce

security risks that can be exploited by

attackers.
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By understanding the architecture, endpoints, data flow, and potential security risks of APls,
organizations can better protect their web applications and systems.

To ensure the security of APIs, organizations should follow best practices such as implementing
secure authentication and authorization mechanisms, input validation, data encryption, rate
limiting, and proper error handling.

Regular security testing and monitoring should also be conducted to identify and address
potential security vulnerabilities.

By taking API security seriously and implementing appropriate security measures, organizations

can protect their sensitive data and maintain the trust of their users and customers.
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